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As international regulations and standards become increasingly stringent, Japanese companies are being compelled to enhance
energy efficiency by the environment situation surrounding them. Fuji Electric has reviewed current operating and developed new

features for our energy management system, leveraging data analytics to improve energy efficiency in compliance with international
standards. These features will facilitate the development of the framework of the SDCA cycle to maintain and manage energy-saving

activities and will in turn speed up improvement, innovating activity and policy management through the PDCA cycle.
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“EMS-Package LITE” Energy Optimization Package for Power Generation Facilities
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The energy consumption at ironworks fluctuates significantly depending on the state of production. It is important to monitor
the demand for energy (both purchased and by-product) at all times and adequately control the supply and demand to stabilize
power supply, lower power consumption, and reduce greenhouse gas emissions. For steelworks outside Japan, we have developed
an energy optimization package for power generation facilities, “EMS-Package LITE,” that can be installed and operated at low cost.
It can inexpensively offer the system that calculate an optimal operation model from minimal input information and previous plant
operation data, allowing on-site plant operators to operate a plant on the basis of the data calculated using the operation model.
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Creating Value in Data with “OnePackEdge System”
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Today, visualization is advanced for the process of each department, such as design, production technology, and a factory, and
a large amount of data is collected. However, these data are not fully leveraged due to the lack of efficient coordination between
departments and continuity of historical data over different processes. Thus, total optimization is required for cross-department
coordination and data continuity through data gathering and analysis. Given this challenge, Fuji Electric has developed “OnePackEdge
System” for creating a “value-generating database” to realize a smart factory. An additional data analysis assistant tool is also pro-
vided to make analysis more efficient and create value in data.
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In addition to the existing production innovation activities, Fuji Electric has developed its supply chain management (SCM)
reform activity since FY2009 to build the system in which sales and manufacturing processes synchronize autonomously. We are
committed to productivity and quality improvement, security and safety, labor saving, and energy saving. We also promote produc-
tion innovation and the use of IoT according to each factory’s manufactured items and business characteristics. Fuji Electric, an 10T

solution vendor, proactively utilizes its own products and systems.
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BEE TAKAMATSU, Eiji SFEH 3L MORITA, Masahiro {818 [E TOKUMASU, Takumi
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Fuji Electric has developed a digital signage vending machine with an advertisement distribution system that can provide prod-
uct images and advertisements as well as relevant market information as part of value-added services leveraging IoT. The vending
machine displays advertisements and product images on the front screen, and it is coordinated with a content server. The control
module is equipped with functions to control the switch of advertising content, connect applications and services, ensure secure

network connection, update the product images on display, and gather and compile market information. It can also use visual data
gathered using a camera to analyze and aggregate market information.
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(3) VPN (Virtual Private Network)
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Smart Showcase That Contributes to Labor-Saving of Store Work
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Convenience stores in Japan are struggling with high labor cost due to staff shortages, and they need to save labor on in-store
work. To address this problem, Fuji Electric engages in the research and development of a labor-saving smart showcase that helps
automate goods management, one of many in-store tasks at convenience stores. This smart showcase automatically recognizes the
name and quantity of products in it. It combines a camera to identify product names and panel sensors to detect the quantity.
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There is a worldwide trend in many industries today to use the Internet of Things (IoT) for their businesses. Fuji Electric has de-
veloped the Fuji Electric IoT platform based on our various elemental technologies and system technology that combines them. This
platform is the common foundation that can integrate field engineering, in which Fuji Electric excels, field-based data analytics, and
multi-vendor connection technology for field devices to easily deliver customer-value creation solutions in a secure and safe manner.
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Fuji Electric has developed a server system that offers an execution environment for IoT services using service applications on
a general-purpose cloud service. It absorbs the difference between the cloud services provided by various cloud vendors, allowing
service applications to have portability between cloud vendors. Other features include communicating with edge controllers, saving
gathered data on the database and monitoring the states of running service applications and resource load. Utilizing server systems
allows Fuji Electric to quickly deliver high-quality IoT services that increase customer value.
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Edge Controller Connecting Field Devices and Cyberspace
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An edge controller, used in an IoT system, collects data from field devices. Its data processing is currently becoming more ad-
vanced, called edge heavy, by sharing computing with upper layers. Fuji Electric offers advanced real-time IoT solutions by assigning
edge controllers part of the analysis and prediction tasks in addition to data collection. Our IoT product line includes the POD-based

“MONITOUCH V9-I0T,” PLC-based “SPH3000-10T” and gateway-based “FITSAX,” each with device-specific attributes.
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SHEZRE DT

HIZE - DITHERDIRT

4 IRIBRUZRIOE AL

6] HEMNE

B e v N -l DEREHEHETZ Ty YOy
FO—ZIZDWTIBENXT7Z,

IoT ZiEH U2 Y AT LD —EXDERRILITFEW,
ITwvINE—ALOERANEFE> THY, HGET 1 /N—22
RO, #WEETHOLEENETETEHE> TTTVWD,

EhEM#IE, YILFIFPYrIY, UFPILY A L OS,
Linux % & DM 0S, MiAdEF21UF &N Tt—
Ty EMAYT SIS, PLC T =Y PILY A L
WM, TP IREREfiEX—XC LTI Y
JAVNO—SEHEIT I EEBIT, BEGET /N1 ATKD

(3> Linux : Linus Torvalds FK® HAE K 2 DADE (Z 1S DG
B Tz (B e ma A

SNBEI A, EtEREE, SEEE, SEkEn-o7z
FEEFRRL TV,

SHD, PESFOLYBEWMIEHEOELEICHEU DL IoT
VUa—ravaEREL TWSHIETH 3.

SETHR

(1) “Industrial Network Gateways Market Research
(FIVE-YEAR MARKET ANALYSIS AND TECHNOLOGY
FORECAST THROUGH 2020)”. ARC Advisory Group.
https : //www.arcweb.com/sites/default/files/
Documents/study-brochures/study-industrial -
network-gateways.pdf, Caccessed 2018-08-17).

tEE B2
B> 257 AR OBISE CHEH, B, EEE
PRARA/ XD T L > A5 LA MBIFEIGE >
A5 LBFE > & —FIEE SRR Y > 25> b
vER—Tr—,

ki 538
BEBIBIE S 25 L DPIFE - BEHTIRER, BIE,
BRSSO T L Y 25 AR BT
EY A7 LFEE Y5 — HMIBAFKEH I IL—F
VER—Tv—,

PG SRIFSE

HIHS A5 AZTBY —ILVOBFICHEE, BE, &
TEBRRESH/ND T LS A5 AHERTBETER
> A5 LBIFs & > & — HMI BAFEEH E4T.
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Analytics Al as Core of Value Creation

BRI FEHh 11ZAKA, Tatsuya AEE B DAITO, Takeshi H  EIBEB MATSUI, Tetsuro

IoT (Internet of Things) DFEREICLY, LEDT—IDEZITUE TS DK D IT% > Tz, FEKAMifEAH D7z 6 D%
BiEFF T4 R - Al THD, PFUT DR - Al ZEX(SWHEAT 256, FEEFLRS>ND72H RN
EOE SNV, HEFHRGEROBUATHTH DD ICEEEDSLEGTBENOBHDRS>ND, —ROBFEFHEHETIFEFTY
VOBELWL, EVWDEDDREGEHELD D, INSDOFEICKH LU TELERIE, MEADTRTFZFUT1 I - AID
V—IULZEITW, RICZ—XDOEVEMEPHZENRICL, TEITGNRITHEH TETDIELD ITEBDFEEREELUTZ,

The advance of the Internet of Things (IoT) facilitates the collection of a large amount of data. Analytics Al is the core technol-
ogy for creating customer value. There are 3 major challenges to apply this technology in the industrial context: (i) impractical accu-
racy when an insufficient number of cases are available for learning, (ii) limited application to areas that require clear explainability
of results, and (iii) complex modeling for ordinary system designers. To solve these issues, Fuji Electric has leveraged its original

innovations and developed analytics Al tools. The implemented analytical methods ensure wide applicability, with a particular focus
on diagnosis and forecasting, which are widely demanded.

1] FAHE AH% <, TESFFEEFHADMTHON T WD R - W -
FHITHWNT, RICRTEDDRSFIFELD D,
JE4ED 10T (Internet of Things) DFEEICLY, L& (1) FEa: BoNPEEH TIIERNEHEIMES>N
DF—IDEZICWNETE DL DT E>7z, TNITKY, 7EW
TEIFHMEELEDY ) a—> 3 UHARL SEAHTN BT TIE, AR EICHBEDT —YEANEED
TWd, TDOVY a—y 3 vaEalddhkiEficoay, EDBEHFEFIHD %<, FHNEBELIESNEW,

MifEBIHD AP EHBDFPF YT DA -AlL ICDWVWTIBRXRB, (2) B D : HEGIRBLATIH TE 70y
HEFRAS SEHOIRWA R T B7=8, EHEEARKRHEND

FPFUF TR - Al DRI NERE SETIREHAARS>NTWNS,
(3) FREC:EEFUVILHEL W
ELEBEOFFUT O - Al & E, ik - 2 - T EERE AT - PHIESTILOREICIE, T—9 1Ty
Wl - BELEATD 2H O, BME, ATLARERA D F o4 A MK BDEITERN T EENDETHY, D
B THhD (B, INSOEHE, HRNITHESHES, A TIEEEL W,

PHE DR 7 & D4 — LD R ERR & & D—EBD 47 Tl
AfZEE (LD) <HiEERITECTICHE>TWVWD, LHL
D, EESBHOY ) 1—23a > Tk, BICEED-—

( BRZE(CIRHt T B fiifE IRILF—EE ERIEETE ARsE b BEREE BRI j
, ZS \
7FrFUF4TX Al

F—I DIE? fanEeZ >TWhadh ? SEANETDH ? D EEN ?
RIS DR ? A ERE D ? FERDEE ? ESgTNnELLD ?
Y {‘g - [ L

o~ ..

e % Al 2@t
\ J
>SNt f Ta— RNy D

M1 PFrUFTaTX - Al
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FPFUF TR - Al DEFE

BLBEOFFUT s O -AlZHWEY Y 1— 3
VI, PRk - 2l - Pl - Bl koo nd (’1). @R
Mk, TAEAN, HHRERR, BW@EfTAEDY Y a—
2avhny, EEREICHITIREFEOREE,
FERDMEZEIH T D, ZWiTlE, BEEZWOREFaIEE
HEDYUa—>3 Aoy, HEUBEDREN ExE,
BEZOfiifEZ=AIH T D, FHITIE, TEFEDOT Ik
EDOVUa—rarAmbyY, DX HIEDEE RS,
FEEROMEZEIHT D, mEfkTIE, TRILVF—TZ>k
BOEEIR DB MAE DV Y 2 —2 3 UHB Y, K&
DHIExE, BEEOlifE=AIHT 5,

FPFUSF TR - Al DFETT

FPFHUF1 R -ALlF, ZEOF—Y =BT, &
HWELETIVEMEL, HHTZIET, SEFIFTHY
Ja—23avzaHHATEDZI7PHEMTHD. RIBETHRNE
HEZMRRT D ENTET2ELBEBIME OEAMICTDOVT
BB,

4.1 FFR NEREEEE

— R C 5 F 2 b RRRREA L, RO=ZDOMEHA DD,
OXEZ=HEE - MFICT#H T S,
O¥HzFEE M —HEBITELMRT D,
OO EHMICEHE TXEZMI - #ill - £ 3,

FHF A S PRREN CE A, JEEEEE N HER(IC
BT DI ETHD, < OXENSHEFEZ HEERT
DEMDBHFE TN, FEBEHOINENES =—RHEETIE
EHEETHD, UKL, FEREFAIDRSNDERSTE T,
EHAWERBELSBELSNHEVWE WS 2IE TR 7ZHE a A
HoTeo

ELEETIE, HEETE-HIECARTZIITRELT,
R 7 HH B UTe—HRE S, BRoneHplcrE L
TLEMHEO ZDOHBEFRT D, ThETNOEFHEZH
WTXEZUHUZHRZHET D (B2), CNH5DOL

| ExssoxEEAH |

‘ 1

—RRAEETHFBUICET IV EFAEBETEELEETIV
(LSTM*) TR (LSTM) T

\
BITERZRGS

\

DIEERZH ]
(SFEIREE - R - MBHER R L)

*LSTM : Long Short-Term Memory

Rz U, EERFIOIEDEL DR T, —R
FETHISET DT EMREE I Y MW E = EBLL TV
=

BfE, COFFRASREEM AW Y MEEY R
FLEBHFE LU TWD, COIYRAFTALTIE, T2 hDEE
DARPLITIE W EsR GRBRAE, HIA, WERR) Z8Eo
PRAeFisEh ST 5 2 & T, WIERRMOEMEOITHE & 7
Do

4.2 SSHRIET

BEzhixsogkMiic, ELE% T b®EIot
2 4y B T HEE A D MSPC (Multivariate Statistical
Process Control : 2@ O AEM) Zi#HL
TET. &5 [CBM R A RO N R A E AT B
HIZ, HEHEEEHWEREZWEMERIEL TWD,

BHEIERFEIC N T 2B FIEF, SFIFTEHED
» D, AfiTIE, Kernel-PCA (Principal Component
Analysis : ZJRTIHT) HEEH &L THRYZEF D,

EE OEWEE T, EHET—YERET—YDMIGD
EHBEHHANLETH D, ULHL, EEOEE SO TIE
BEFT -5 OFEEFHIND <, FRRANGHENME SN
WEWDERED D > 7z (B a). Kernel-PCA &, #EF
[CHEET DIEHT —YRIFTHEEL, EET—YERED
RiE (BE) ZHRAIT DT ETCTOHFEEMPRL TWD,

Kernel-PCA I&, 73— XJIVBHE %= AW TEXR 220 (1
F—HEERL, HR2EMTPCA ZITD I & TIEMIBES
HETHLEZWAREIC T D5 TH D, #EH D Kernel-PCA
1%, IEH - BEF¥OZWIF TSN, BEFEBHLEES
iz, COBER (FIAIF, RE), EEas) NERTHS
HEfWid D FERN G > (GRED), T2 T, L&
¥EClk, R ¢d D RBC (Reconstruction Based
Contribution) ‘}%’é’:}}&?yﬁb‘( Kernel-PCA [ZHEHT D
&Ik Y, HED MSPC EHMROZWIRMEIRR TESD
FOICU7z (B3). COER, BE ORI TRENFEE

¥

RZER  (GERRTY)

==L
S TER

(a) EZHRmHEEE

ol

I

B
kB B B
L
(b) SHBAkEEE

2 EHEHEBICLDTFRAMERFE

3 Kernel-PCA [C KD E2HITFE
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y =1 (X1)+ o (x2)+ -+ 1fg(Xs)

N\ FELPREERT 3 )

5 Fo4—TS—ZUIJOHERTO—
L725&I, RRE<SHRTES,

4.3 Tl

LR T IE AR TG U TS & ¥ T i A B %
LTWD, ZEUTEEHT—YENRSNDINRICIEJIT
(Just In Time modeling) F#ll%, #®W=—5h% < %
ENBNERICIET 1 — FS—— > s DRI = 1 —
LRy hD—SEHALTWD.,

JIT FHE, FHNREHP L 77— &5 OHHIH
S LTI T BEMTHD (F4), HEa s HED
ZX LTI, EEHIE R — 2 BORSRE LT, fIZ
FEEABEDEARAEETFHL TS, ZOED,

e B EEHF—FHEDSNT WD MR THEL LD
FHAARETH Y, FRORIASH Y B I N D
PR H DRI E BTND”, “WHAR—" HEDTF
HIORIAIRT TE D)o —F, HECCHUTIE, %
S ERTBOD, WS ORTHEC £ BTSSR
DRTETH > oo HIT, BHBEDMEHOBEREE, W
WBEH AT B AR TE, EROERSH L EHEE3
DEA DB, EA-ERE, T OBMEICH L R o —
STHBPEAEMAL, EOULEWE ABIICERT S
FEESE UTe, TSR OEEOBI%E J5E AR TR,
YA B 1 B N T 2SR R B (R VIR S AR (2 5

) Za—SRYy bDT—D, T4 —TFS5—=2 T 179 R—=
MEF 11 22D &

BT BHDTH Do

AFEE, EALEBLENTRERNEY, 285 —
SRARBNTWBHEH ATV U1 —> 5> Ch oM
HFEEHRIFIS DRI A5, TECONO-CREA] TH
FEL T W3, 758, AU AFAIE, EH-EE, ket
NTT F—%, HRALHHRIT S S A0 3 1 CHFAMTESE
fTUN, ASPICIOT - V5O RFPDO—R 2017 ICHWVWTH
BREE ASP - SaaS WMOBRAES S TUEZHLT
W3,

B b & B C O I HET 3726, BER= 1 —
IRy hD—UICELEBMBDOTREZMATWVWS, #
Wb ICHL T, Ry hO—oOMEETEL, AMSH
DHBIBIR & M LTI 3 < & T, FRORLETE
BEDICUTz, EcIZHNU TIEK, 6K, FTFEDOZTD
FEEREEZFITHEHENICHREL TWe, IhE2EEFBICH
BB OEFHERCHNT VDD, FETHSDHEH
iU, FEaEEOETEEBNICHRTE2ES (20
Teo E5 1%, HHEORED 8 MEOMKT— & RS
BrEF—s%, 4fixy hO—S(CEE S BIEOMITD
TO—THB. Fv hT—HRICEB SN AR DR
EBIEOGR TS 3 2 & CHATE B, 3Ry hO—
SREDEDIE, KFENLEOBETHE, & LT,
BIERORFMBWI S CHAINT NS, 4@ L0
Ry D—IMEOBOE, EHEERERTL, TS5k
DHELIBS A5 LA 11 T BT T B 0
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IOTHUICK Y S FTFE T —IDNEHICNETED LD
[CHE> 72—/ T, WReT—Y %@ ITBDT—91ITY
F14AMFFRLTWD, 2T, FLEKTIE, 7—%
PYAIYFT 4 AT THEEBICT —IBRNNTETD L
S, PFUTA X - AlDY—IULEIT> TWD, &
DY—ILIF, FIcZ—ZADEW\WEkis FllENRICL, &
FIFLEXNRICGEHTE DL D ITHBOFEEFEL TV
5 (F1, ®6),

EgiE e LT, JL IV IMEEN S D, NI
FS—YRITD 8HEHHDEWVWDLNDFT—Y DRHTAE &
LT, XRIEM - BEMEORE, BEIRZ, MRl a8 5I(1C
15T ENTE, T—YRIEENEETE S,

ZWiC BT DR bR I, ZBWITTEZHWT D, X
TLDF—F & ZRIGICEMLU, BET—YEEET—5H
STHEL TRASNNIEEZWIA, 5l TS EITNIEBZWATT

= US 1 TR - Al Y —)LDREEERIE
75 % w8 F A
®H EB|JLvIVT | KiEfE - BREORE, BRI, i &L

PCA (Principal Component Analysis : R
T

Bk GTM (Generative Topographic Mapping)

t-SNE (t-distributed Stochastic Neighbor
Embedding)

W PCA

&

PLS (Partial Least Squares : 830 HISR/IN=
/X

Kernel-PCA

EFILE

SVM (Support Vector Machine)

XGBoost (eXtreme Gradient Boosting)
PLS

JIT (Just in Time modeling)

EER—1—SIxy D=0 (F4—F>5—
¥ A V)

EFILE

PLS

JIT

6 FFUFToITX-AlY—)LOFAEES

EHIWIT D, TORREICEY, THZHBRHROFT—IHE
WTEDT—H THDIHOELEHWTDIENTED,

R6I(C, PFHUFa O -AlY—ILOTFHEEHHZERT,
BEOPFEEIFET DHAG, ZH - FHRROREDOK
HSICKY, BURFEDRREDRZHTHD, EOFEN
RETHDIONE, T—FH1ITVF« A LTHHWITS
ZEIFES TIREL, FERIFETEEE TITON T\, £
DIHARY —IUTIE, HEIWICHRREDOFEERRT DR
RO TWD, 75d, BEHERENRZ D FIEIE ) 1 X&E
THEEL, EEARCITOUABEMETLUTLUEDHE
NHd, TNEHILT DHEET—9 SFiHAT—5 %
HATE(C AT B L, MRS M U S TGt ¢ & A
LTW3d, InSOMEMAICKY, T—IPBAITUF 1R
N T TH, BBICT—YRITONEOBEEEITD Z &
NTED,

MEY I 2l —ya UREIE, SETEO TS Y NEX
RICUTRRBOEESMFE RO D, AREIE, BEROTE
TEFEHESFAEHET —YDOMEEEME I a2l —
2avEFINELTHEESIED, BEEGEEEE LSS
DFEDEICDODVWTYZTalb—2ava{T>T&7T, #
BUdEsE, WER LI DENDEEFGEERGICRDD
ENTED,

(6] BRI

FA =TSV IERAWEERE TS Y N ORE I
NDOEABIZE R T, Bk, FERNE x & OB FEIEO I
SISO HREFOREZE Tl D, PR
i OD R B (IR AR B D VL IS B R 5. 2. D7z 8,  IEHEICHI
W 2HENBDH, TS5V hDRERDEWVNTZDIFRD
WMEZFPHIL, 71— RIJ+20—RWICHEI T DL
HoTze TDTZY NDOREIFEM THDEITTEHLS, K
BIOFEHDOY hDEWVWCELDMEDELDHSG D, D
ZEDD, FEEICKEDEHBLAREETHh > 27z, AD
HEFICEIUFIFIL TW iz, CNIZHLT, T4 —TF5—=
VOERMHT DI EICLY, HMEHRREETIMLTED
FOEEoTee BEDT —Y TERETIEEHHT D&
T, RIS AOHWITIES I ICE R TR T
EBLDICUE,

R7ICFRdTERY, ERfEOE Lz ICFEL, 8
&@ﬁgmiau5@§®M@ﬂmrﬁmv%é =8 &,
T4 =TSV T DRNFERD—HI TH D, 5D EREK
ﬁ®w$# FDEHHEFOREMET L, EHOD LR
9B EHHEBOREN LR T D, —7F, REEH R
DREICIFEAEFEELEZ FNWC EAERWICHE TS
%o DFY, T4 —T5—Z2TICE>TEDLD %Y
LiehaiERcE, EEILLUTHATE S,
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IoT HEMfIC K YERGEFT —IDNIEETEDLDITHE>T
Tz PERENGTZ S TIEERIGT — DR WENT", MR
H TR EAERDIBONEWEGEND D, NS DK
F—YHEHWCHAENET DV 12— 3 VERHETD
HIc, ELEBEMBOFPFUST 1 O - AIDFHTH
BEEZD, G, ISV MADEHEIIAL, D%
BEESEDMEDAI I DEIF TV FETH D,

SE

(1) Yi.Yang.; Jacob.Eisenstein. Unsupervised Multi-
Domain Adaptation with Feature Embeddings.
NAACL2015.

(2) SRPGEWIFH. “SERFEN T O AEBEEME AW
KNFEET S b OREBA. EREXBIMI KRS, 2010,
353.

(3) K EBEEIFH. Ny FTOEAAIFMSPCIZHIFBH L L
HEHETTR”. BRFAECHFIR%, 2017, GS7-3.

(4) Carlos F. Alcala.; S. Joe. Qin. “Reconstraction—based
Contribution for Process Monitoring with Kernel
Principal Component Analysis,” American Control
Conference, 2010.

(5) FAHBIED. “Just-In-TimeEF Y > I EZHW=BHE
B I FE OB, B aeERE, 2016, 6-121.
(6) BRHTFWEL. “Za—JILRY D —U)IGHENTREY
W 25 LDORESE”. BRFECHFIRE, 2003, MC4-4.

(7) BALZYIED. hREBRFEFRFISTRY—EX
(ECONO-CREA)”. A¥—hFUw K. KA, 2018, 4
H%.

(8) “T’ECONO-CREA®; A'#E11EHIASPIC IoT - V59 R 7P
D — R2017I2H W T, T#EB KEH 1, TASP - SaaS# "
REIT STV TUVE =E”. NITT>—4.2017-11-17.
http : //www.nttdata.com/jp/ja/news/information/
2017/2017111701.html, (g 2018-08-21).

9) TNHBAIED. “Za—SIbxw b D—o &Rz #EH U
TP R Y LT P 25 LDBFE”. BRI SCEEB,
2010.vol.130, No.7.

10) HEAED. WARESROEHERGFMEW > AT L7, 8
ReEfgs, 2010, GID-10-6.
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BHEERD AT LANDOTH, ZWiEIN OWF7ERZE
ICPesE, BifE, WLk S EMBHFE AR S
BB TSERT S A 5 ABRide > 9 —REF IV
TV XL Y R —I v —, BRY¥E2 EREE,
it (T,

KE H

BREPESE S A5 LA\ DRI DWFFEBHFE (CHEDH
BIE, B LR S B R AT/ X—> 3
VAIEYY —FIYINT Sy b T —LBHRE
HHIA > 25 LWFREERE .
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W  EBER

BREHEY AT LAN\ORE L, Pl - 2w
W OWFFEBHFE ICHE R, BIE, B LEEREE:
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Y—@mETILI U X LHRHRE, BREs Liks
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loT System Security

#BlE —th UMEZAKI, Kazuya

FEEED 10T (Internet of Things) &8 D 2UB/EHIMICEEL, ToT BMAENE U N—KE, tF+aUF1r1>>
TURBRMULTWVWD, CD7e®H, EWNSNTIoT EFa1 )T« ICHT IRV A RS 1 DORBAEDNSNTVND, B
TETIE, 10T AT ANDEBICHUL T, IoTEFa VT« CBETIHEOHA RS VICMULEEFa2 TR
T—"HEL, MK, WENNE, HBRSE, AWNEZEET 2 EICE>T, 4 - BLICHHEATES IoT
VAT LEHELTWD,

The current rapid growth of the Internet of Things (IoT) leads to a significant increase in cyberattacks and security incidents
on the IoT devices. To address the IoT security risks, efforts to produce standards and guidelines has been progressing in Japan and
other countries. Fuji Electric has established the information security policy based on the IoT security standards and guidelines and

takes technical, physical, organizational, and personnel measures to build IoT systems that are secure and safe from their threat.

1 FAME

T4, ToT (Internet of Things) #E%% (&2 T ML
THY, 2020 FEICEFF 300 EE D loT B+ >4 —
Ry R CEREND EFHENTWD, SN, ToT
BESRA IS LieH 1 N— K, tFaUF11YIFY
FEEELTWSD, 2O, ERANATIoTOEFa U
S ICBIT BEEDH A RS 1 Y OBEAED SN T NS,

CORMERFZ, ELEETIE, IoTOEFaUFT+
IZBY B EGHAEHED T WD,

ARTIE, 10T YAFLDEF 215+ OFBEDOBHD
Hil, FRSADFH A RS A Vs EEME R [oT DE+a
U MEDER S, & OB LIS 2 EHAICD
WTHAR B,

2] loTDEFa1UFT«EE

2.1 IoTYRFLDEF1YUT 1+ DERE
T0T & 1%, “WHianio(c, HED L < ILBE%Hho
AR T R A W HBEAS AR T &k U, B U < (4R
T EER L, BEAY—ERERET 3 50—/
{YT5” EFINTEY, ROES 7T EABFESN TN
2,
(a) E/ PRV D=2 DFENB T, BEHADIE
WIS, 725 T Y PILS A L TORIEDS 2
> L\ OHHD TR 75 S o
(b) 575 2B OIS 257 AAMEICER L, HiL
LB RE AR BEITRE I 72 B o
IoT DtFa)F+ EOFEE U TROFEMLNEIFSN
2.
OLIRITHEIR DI AT LADERTNTVWD I &EICLD, &

RO FEHP DA
O SIRIFHEIMOI AT LA TOEF I T IINTDEZ
FIOEADE N
OloT HEBRDEERE - HEREDHIFYICHED, MY D2 EFa U
7 1 N DHIFR
OloT #ER [N T BEMOR 4
OloT EEEDEWS 1 I+ F )L
CTDEDIZ, 10T [FDHEHD C &I & Y flifi % Ed K,
PERIE DI > TWih > R EFE DR A1 VI —R v b
ICDEANBDTEICELT, INDDBEEHAY A N—KEE
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