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Potential Security Risk o
Certificate Error Summary
Detected an invalid secunty certificate in use.
The certificate iz not trusted because it iz self-signed.

Error code: RemoteCertificatetd ametdismatch, RemateCertificateChainE mars

Wiew Certificate Info

The security certificate iz not trusted by your computer's operating system. This may be
caugzed by a mizconfiguration or an attacker intercepting your connection, Only press
Proceed if you are sure the connection iz secure.
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Potential Security Risk >

Certificate Error Surmmarny

Detected an invalid security certificate in uge. Certificate haz expired.
The certificate iz not trusted becausze it iz self-zigned.

Ermor code: RemoteCertificateM ametizmatch, RemoteCertificateChainE mors

Wiew Certificate |nfo

The zecurity certificate iz not trusted by your computer's operating svstem. Thiz may be
cauzed by a mizconfiguration or an attacker intercepting your connection. Only press
Froceed if you are zure the connection iz zecure.
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WHAT'S NEW 7EN12-0366-00 01/2023

Firmware version 4.0.0

Firmware release date: January 2023

Firmware download link: PM8000 series firmware download page

Summary
PowerLogic™ PM8000 series firmware version 4.0.0 contains a number of new features and
changes that are designed to expand the functionality of your meter and help improve the security
of your meter.
We strongly recommend that you upgrade your device to this firmware version.
This document lists the new functionality in firmware version 4.0.0, as well as how to obtain
additional information and resources.
NOTE: A meter upgraded to firmware version 4.0.0 or later cannot be downgraded to an earlier
firmware version.
LOSS OF DOWNGRADE CAPABILITY
Do not upgrade to firmware version 4.0.0 or later if you need to downgrade the meter in the
future.
Failure to follow these instructions can result in loss of firmware downgrade
functionality.
Prerequisites
* Back up all your meter data.
* ION Setup 3.2.22341.01 or higher.
For detailed information on what to back up in your meter and other prerequisite information,
including how to get the latest version of ION Setup, see "Meter firmware upgrade prerequisites”
in the PowerLogic™ PM8000 series User Manual.
) ) As standards, specifications, and designs change
Schneider Electric from time to time, please ask for confirmation of the
35 Rue Joseph Monier information given in this publication. ’
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https://www.se.com/ca/en/product-range/62252-PM8000-series#software-and-firmware

What's new in firmware version 4.0.0 for PowerLogic™ PMB8000 series

New features

This section lists the new features that are added to your meter after you upgrade to firmware
version 4.0.0.

Secure ION

Secure ION enhances the security of the ION protocol by using a Transport Layer Security (TLS)
encrypted tunnel between the device and the controller.

The additional TLS layer applies to TCP/IP based connections (Ethernet) only. It does not apply to
serial communications.

NOTE: ION protocol without Secure ION is still supported and enabled by default upon upgrade
t0 4.0.0.
ION sessions

An ION session uses a session token ID to authenticate ION requests to a device.

Longer passwords

In keeping with our ongoing efforts to provide enhanced cybersecurity, the maximum password
length has been increased from 6 to 16 characters.

Longer passwords cannot be used over non-ION session connections.
File system improvements

Firmware version 4.0.0 includes additional file system and related changes from the vendor.

Additional hardware support

To address global supply chain challenges, firmware version 4.0.0 supports a new Field
Programmable Gate Array (FPGA) component. This FPGA component does not change the form,
fit, or function of your product.
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What's new in firmware version 4.0.0 for PowerLogic™ PM8000 series

Documentation updates

The PowerLogic™ PM8000 series User Manual was updated to document the firmware 4.0.0
features. As well, the following new topics were added:

Description
Metering equipment Lists and describes the symbols that may be used on metering
symbols equipment.
Cleaning instructions Best practices for cleaning your equipment.

Firmware upgrade procedure

For information on how to upgrade the meter firmware see the PowerLogic™ PM8000 series User
Manual on www.se.com.

Additional information and resources
Visit www.se.com to download:
* The firmware upgrade files.
* The latest framework and webpage files.

* The latest user manual, technical datasheets, and installation guides.
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WHAT'S NEW 7EN12-0365-00 01/2023

Firmware version 4.0.0

Firmware release date: January 2023

Firmware download link: ION900O series firmware download page

Summary
PowerLogic™ ION9000 series firmware version 4.0.0 contains a number of new features and
changes that are designed to expand the functionality of your meter and help improve the security
of your meter.
We strongly recommend that you upgrade your device to this firmware version.
This document lists the new functionality in firmware version 4.0.0, as well as how to obtain
additional information and resources.
NOTE: A meter upgraded to firmware version 4.0.0 or later cannot be downgraded to an earlier
firmware version.
LOSS OF DOWNGRADE CAPABILITY
Do not upgrade to firmware version 4.0.0 or later if you need to downgrade the meter in the
future.
Failure to follow these instructions can result in loss of firmware downgrade
functionality.
Prerequisites
* Back up all your meter data.
* ION Setup 3.2.22341.01 or higher.
For detailed information on what to back up in your meter and other prerequisite information,
including how to get the latest version of ION Setup, see "Meter firmware upgrade prerequisites”
in the PowerLogic™ ION9000 series User Manual.
) ) As standards, specifications, and designs change
Schneider Electric from time to time, please ask for confirmation of the
35 Rue Joseph Monier information given in this publication. ’
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What's new in firmware version 4.0.0 for PowerLogic™ ION9000 series

New features

This section lists the new features that are added to your meter after you upgrade to firmware
version 4.0.0.

Secure ION

Secure ION enhances the security of the ION protocol by using a Transport Layer Security (TLS)
encrypted tunnel between the device and the controller.

The additional TLS layer applies to TCP/IP based connections (Ethernet) only. It does not apply to
serial communications.

NOTE: ION protocol without Secure ION is still supported and enabled by default upon upgrade
t0 4.0.0.

ION sessions
An ION session uses a session token ID to authenticate ION requests to a device.
Longer passwords

In keeping with our ongoing efforts to provide enhanced cybersecurity, the maximum password
length has been increased from 6 to 16 characters.

Longer passwords cannot be used over non-ION session connections.

File system improvements

Firmware version 4.0.0 includes additional file system and related changes from the vendor.
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What's new in firmware version 4.0.0 for PowerLogic™ ION9000 series

Documentation updates

The PowerLogic™ ION9000 series User Manual was updated to document the firmware 4.0.0
features. As well, the following new topics were added:

Description
Metering equipment Lists and describes the symbols that may be used on metering
symbols equipment.
Cleaning instructions Best practices for cleaning your equipment.

Firmware upgrade procedure

For information on how to upgrade the meter firmware see the PowerLogic™ ION9000 series
User Manual on www.se.com.

Additional information and resources
Visit www.se.com to download:
* The firmware upgrade files.
* The latest framework and webpage files.

* The latest user manual, technical datasheets, and installation guides.
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